and promised benefits evaporat-
ed, the courts became the final
remedy for many companies.

This has been the case for le-
gions of organizations. Consid-
er the pharmaceutical drug dis-
tributor that was plunged into
bankruptcy because of an al-
legedly faulty inventory order-
ing system, or the bus line that
spent millions on a reservation and bus-dispatching sys-
tem only to see sales nosedive because agents were forced
to write out tickets when the system crashed, or the thrift
organization that dumped its IT supplier four years after
the start of a $30 million contract because
of missed deadlines and misrepresenta-
tions about the project’s progress.

Few industries have been spared the
pain of a major IT foul-up. By one esti-
mate, U.S. companies and governmental
agencies spent a staggering $145 billion
on canceled or contested projects.

E-surety

Insurers initially responded to the liabil-
ity needs of IT suppliers by tacking on
coverage to general liability policies via
manuscripted language. This patchwork
of coverage was refined to specific tech-
nology liability forms by carriers that de-
cided to focus on this segment. Coverage
is typically provided for two of the most
common forms of liability risk:

= Errors or omissions by an IT supplier
for negligence in maintaining acceptable professional stan-

= Non-performance or failure to perform services with-
in the time frame and terms of the contract.

From this standpoint, IT professional liability crosses
product lines, responding like traditional professional li-
ability coverage in instances of errors and omissions but
also acting like brick-and-mortar performance surety
bonds in cases of non-performance. As a result, some of
the same risk factors such as experience, length of
project, and diversity of products/services that affect un-
derwriting results in these more traditional lines also dri-
ve the incidence of IT professional liability claims but for

¢ TRADECRAFT BY TIMOTHY EHRHART
Taking the Spike Out of IT Claims
VER THE PAST FOUR YEARS, claims severity for professional
technology liability has soared, but the stunning five-fold in-
crease is hardly a surprise. Seeds for this increase were plant-
ed a number of years ago when corporate spending on informa-
tion technology (IT) ballooned. And while the spending frenzy has
fizzled, the conditions that gave rise to these claims for profes-
sional negligence and non-performance by IT suppliers loom larg-
er than ever.
During the late 1990s, concerns about potential Y2K
problems spurred companies to take a hard look at their
IT systems. Grinding under the weight of cumbersome
legacy systems, companies could either temporarily patch
them or upgrade to sys-
tems that promised
greater efficiency, in-
creased functionality,
and improved manage-
ment information.
At the same time, the
commercial possibilities
of the Internet created
an e-rush. Hungry to
maximize its e-com-
merce capabilities, cor-
porate America hired
slues of consultants to
open the portals, creat-
ing a demand for talent-
ed IT professionals that
far outpaced supply.
But in spite of con-
sultants’ glowing fore-
casts of revenue and market share gains, it soon became
apparent that there was no fast path in linking e-com-  dards and
merce portals to traditional retail systems. In fact, the ef-
fort required for this type of integration was equivalent
to that of a major legacy-reengineering project.
Extracting data from the tangle of heavily coded main-
frame systems and moving it to integrated distributed envi-
ronments proved to be more intractable than most initially
realized. Obstacles arose, deadlines slipped, and the final de-
livery of a project faded from view. As project costs surged
TIMOTHY EHRHART IS A VICE PRESIDENT FOR
CHuBB & SON, INC. IN WARREN, N.J. vastly different reasons.
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Inextricably tied to technology trends,
these factors have converged in ways that
have caused a spike in claims severity.
Taken individually, they provide an un-
derstanding for this deterioration.

EXPERIENCE. There’s little question that
there’s no substitute for it when it comes
to reducing professional liability exposure.
But attracting seasoned IT professionals
has been an especially ticklish issue over
the past decade. The high demand for
technology solutions created a dearth of
talented experienced programmers, who
could decode the mysteries of aging sys-
tems or open a company’s Web portals to
the bounty of e-commerce.

This shortage, however, didn't hinder
some programmers from forming con-
sultancy to take advantage of the revenue
opportunity of corporations’ growing IT
needs. Imbalances in experience levels
have set the stage for disaster.

Some litigants have charged that their
IT suppliers used bait-and-switch tactics

in securing assignments. Lured into mul-
timillion-dollar contracts by senior con-
sultants, clients allege that their IT sup-
pliers turned the project over to junior
staff members who used the assignment
as a training ground.

SIZE AND LENGTH OF A PROJECT. Large IT
projects with long rollout times tend to
have a greater possibility of generating IT
claims than do small, short-term projects.
This is because the fluid environment in
which businesses operate makes it diffi-
cult for a company to accurately predict
its business needs far into the future. The
longer the time horizon, the more difficult
it is to see clearly into the future. Yet it is
not uncommon for large IT projects to
span 18 months or more. Changing needs
result in mid-course corrections, which
frequently create turmoil and disputes.

SIZE OF IT SUPPLIER. Large IT suppliers
tend to undertake large, sophisticated,
long-term projects. Projects with long roll-
out times tend to develop worse loss his-
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tory than do short-term projects.

APPLICATION OF IT PROJECTS. Integration
projects with far-reaching implications
like enterprise resource planning (ERP)
hold the promise of improved efficiency
by knitting together the informational
needs of far-flung functions like finance,
human resources, marketing, and pro-
duction areas. But software developed for
one industry hasn't been easily adapted
to the business needs of other industries
or the same industry based in another
country, resulting in the need for cus-
tomizations. These adaptations haven't al-
ways worked but have always added
enormous costs, especially when software
needed to be upgraded frequently.

And while little software is problem
free, IT packages with a specific focus like
inventory control or standard software
packages like those used on home or
small office PCs have more predictable
outcomes and therefore generate fewer
claims than projects with wide applica-
tions, which can lead IT suppliers down
dark passages they have never traveled.

DIVERSITY OF PRODUCT OFFERING. Rapid
changes in technology have forced some
IT suppliers into product areas that they
are ill equipped to support, especially dur-
ing a tight employment market. These
suppliers often end up getting into
projects that are beyond their support ca-
pabilities and present a greater exposure
than do IT suppliers with a defined, well-
supported product.

CONTROLS. Many times projects soured
because team players strayed from basic
best practices of systems development
such as basic project management and re-
quirements management. Keeping track
of actual progress vs. estimated progress,
the chief function of project management,
allows client and IT supplier to quantify
the gaps in performance. To track a
projects progress, a list of the project’s fea-
tures or requirements is developed and
used to set and estimate the projects mile-
stones. Signing off on requirements as-
sures that client and IT supplier have a
mutual understanding of the scope and
objectives of the project.

But in the flurry of activity surround-



contributed to the incidence of IT claims.

ing some projects, this basic protocol was
ignored. This short cut allowed disagree-
ments to fester and grow into major prob-
lems, which increased the risk of litiga-
tion. For this reason, accounts with a high
frequency of small claims, the result of a
lack of checks and balances, have become
a concern because frequency often leads
to severity when sound protocols are dis-
regarded on a project.

CHANGE MANAGEMENT. As new features
were introduced into a project, client and
IT supplier, in some cases, hadn’t devel-
oped and implemented a formal process to
manage additions and refinements to the
project in order to minimize the counter-
productive effect of scope creep—the cause
of delays, missed deadlines, and disputes.
Sidestepping this process, which frequent-
ly happened on projects with compressed
time frames, increased the risk of claims.

CONTRACTS. Customized contracts also

The use of untested, non-standard lan-
guage by client and IT supplier often fu-
eled misunderstandings and disputes be-
cause the parties were unfamiliar with the
implications of contract language. Instead
of clarifying an issue, customized con-
tracts intensified disputes, especially un-
der stressful conditions.

DISPUTE RESOLUTION. When disputes oc-
curred, participants needed to have a for-
mal resolution process in place to reduce
the possibility that disagreements would
turn into costly lawsuits. The lack of a for-
mal process caused a bad situation to de-
teriorate further.

EcoNomY. These factors are converging
at the start of an economic downturn,
which is also contributing to the rise in
claims related to IT professional liability.
Companies’ dwindling cash flows have
caused some clients to delay final pay-
ment, which has set off a string of down-

suits for nonpayment and counter suits
by the client for anything from misrepre-
sentation to missed deadlines. Claims re-
sulting from these tit-for-tat suits are on-
ly beginning to appear in insurers’ results,
since these claims lag an economy down-
turn by 18 to 27 months.

What’s Ahead?

The eventual rebound in the economy will
mitigate some claims activity, but a num-
ber of conditions that fostered current loss-
es will remain: the lack of seasoned pro-
fessionals in crucial IT fields, the evolution
of ever-sophisticated and complicated soft-
ware, IT suppliers’ shifting product mix,
the temptation to short circuit well-tested
protocols. These conditions are likely to
be part of the technology industry’s land-
scape for some time to come, but they can
be managed by understanding their indi-
vidual and collective impact on IT pro-

wardly spiraling events, involving law-

fessional liability.

JAGOBSON ASSOCIATES

VICE PRESIDENT FINANCE—FSA
Successful multi-line insurance giant’s growth calls for the addition of
a non-traditional Financial Actuarial Executive to lead its finance ini-
tiatives. Superior background in GAAP reporting, reserving, A/L mod-
eling, investment analysis and strategy ideal. Experience in Group In-
surance - Group LTD preferred. Results-driven, business savvy leaders
will excel in this creative and high-energy culture. Retained Search.

LIFE PRICING ACTUARY—FSA

Southeast. Our client, a leading Reinsurer seeks progressive FSA for
their Reinsurance Product Consulting and Development Group. This
individual will develop pricing methodologies for Non-Traditional Life
insurance products, Mortality and Persistency Studies and New Mar-
ket Product Development. Ideal candidate will be an FSA with Life Pric-
ing or Valuation experience. Strong communication and problem solv-
ing skills are necessary.

INTERNATIONAL HEALTHCARE ACTUARY —FSA
Mid-Atlantic. Growing International insurer seeks a results-driven
Healthcare Actuary. This FSA will be responsible for developing and
implementing pricing and reserving for their growing healthcare busi-
ness. This position will act as Valuation Actuary for their Healthcare
Reserves for various locations and will give strategic support to po-
tential acquisitions and divestitures. Ideal candidate will have: 8-10
years of Healthcare experience; FSA; strong project management, pric-
ing and financial modeling skills; and willingness to travel up to 25%.

VICE PRESIDENT—ALM & INVESTMENTS
Growing “A“ rated insurer seeks a Vice President of ALM and Invest-
ments. This high-profile FSA will be responsible for a small to mid-size
staff and will develop, implement and maintain ALM processes. This
individual will manage interest rate risk, research alternative strate-
gies and forecast cash flows and earnings. Detailed responsibilities
include: Global Risk Management, Asset Allocation, Financial Struc-
turing, FAS 133 and 140 and working with new product ideas (fund of
funds, closed block capital relief, second to die). An FSA, CFA, with
cross-functional insurance experience and strong communication skills
willimpress our Midwestern-based client.

NON-TRADITIONAL P&C ACTUARY

Southeast. Non-traditional role exists with a nationally recognized and
successful carrier that is expanding its product line. This high-energy
environment needs a business savvy Actuary to be a part of a team
dedicated to the expansion of products. One should expect to
interface with CEO and CFO regularly on business strategy. Ideal
candidates will possess a background in Commercial Lines products
and have a strong desire to expand their horizons and bring this
company to the next level of success in the marketplace. Compre-
hensive and generous salary/benefits and relocation package is
available. Retained Search.

LIFE REINSURANCE PRODUCT CONSULTANT—ASA
Leading Reinsurer has been experiencing exponential growth! This
product consulting group seeks a bright and talented ASA to provide
product development, market intelligence & product pricing for do-
mestic and international clients. Ideal product knowledge will include
Term, Variable, Fixed, Equity Index and Multiple Life. Some travel will
be involved. Beautiful Southeastern location!

REGIONAL ACTUARIAL OFFICER—LATIN AMERICA
This progressive health organization seeks a bilingual FSA (Eng-
lish/Spanish or Portuguese) to oversee their Latin American division.
This individual will provide actuarial support and financial analysis for
their Life, Accident & Health, Healthcare and Annuity business. This
individual will consult the local actuarial and financial executives in re-
gards to product development, pricing, reserving and financial analy-
sis (Capital Planning, Treasury and Cash Flow Management). Preferred
quality traits include being profit driven, team player, ability to influ-
ence others and willing to travel up to 50% of the time. Located in the
Mid-Atlantic.

INTERIM ACTUARIES

We are currently staffing consulting projects across the product de-
velopment and financial arenas. Opportunities encompass pricing and
filing of new and existing products, assistance with demutualization,
year-end & quarterly reporting, data warehousing, actuarial
programming and more. Client companies include domestic carriers
and those with international interests. Please call Michelle Doty at
(800) 474-6779.
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